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Mr. CHAIRMAN AND DISTINGUISHED MEMBERS OF THE COMMITTEE, on

behalf of the 360,000 members of the Military Officers Association of America (MOAA), | am
honored to have this opportunity to present the Association’s views on the “Veterans’ Identity
and Credit Protection Act of 2006 (draft legislation).

MOAA does not receive any grants or contracts from the federal government.
OVERVIEW

MOAA believes the draft “Veterans Identify and Credit Protection Act of 2006 offers positive steps
that will serve the interests of our nation’s veterans as well as those of the government. We applaud
the Committee members for working in a bi-partisan manner to fashion a bill that serves the interests
of our nation’s veterans.

MOAA supports the establishment of the position of Undersecretary for Information Services in
the Department of Veterans Affairs, for two main reasons:

First, it will focus individual responsibility for centralizing and enforcing data security requirements.
Second, we hope that establishing this organizational priority will also help advance the objective for
the VA and the Department of Defense (DoD) to develop real and timely solutions to long-standing
problems of data-sharing between those two departments.

SPECIFIC COMMENTS and RECOMMENDATIONS
Seamless Transition and Servicemember / Veteran Data Security

Entry into military service triggers the collection of personal information on our military men and
women that is transmitted at various points of time to the VA. We know from the recent theft of a
VA laptop that data on tens of thousands of records of currently serving military personnel were at
risk. The establishment of an Under Secretary for Information Security / Chief Information Officer
position should include overall responsibility within the VA for the coordination of personnel
information reporting between the DoD and the VA.

Despite many years of prodding, consultation, and reports, VA and DoD information management
systems still don’t really talk to each other. The Report of the President’s Task Force on Health Care
Collaboration between the DoD and VA (2003) recommended as a priority the development of a
single separation physical and bi-directional medical records between the two departments. There
have been some improvements that allow viewing between the two departments of certain elements
of each others’ data, but we’re little closer to having a bi-directional electronic medical record or an
electronic DD-214 than we were twenty years ago. These “seamless transition” goals must be
accomplished in a secure way to protect our veterans’ personal information.

The legislation does not address the responsibilities of the new CIO position in regard to coordination
of information sharing and reporting between the DoD and the VA. And, clearly, the confidence of
the DoD in the VA’s information security capability has been damaged.



Presently, the DoD — VA Joint Executive Council includes a Health Executive Council (HEC) and a
Benefits Executive Council (BEC) to oversee policy coordination and collaboration between the
Departments. MOAA recommends the Committee consider incorporating language in the bill that
defines the role of the new Under Secretary of Information Security position in the DoD — VA
Executive Council.

Provision of Credit Protection Services and Fraud Resolution Services (Section 5725)

MOAA appreciates the inclusion of specific language in Section 5725, Subsections (g), (h), (i) and
(j) that would provide credit reporting and fraud resolution services at the request of a veteran in the
event of a data breach “at no cost to the individual.”

Education and outreach to veterans and survivors will be extremely important to the successful
implementation of Section 5725 of the draft bill.

MOAA recommends that the bill language include a requirement for the VA to develop and
promulgate through its Veterans Integrated Service Networks (VISNs) and print / electronic media
an explanation of the services that would be provided in the event of a data breach as set forth in
the bill.

We also support the provision that would authorize the VA to enter into pre-positioned contracts to
protect the interests of current and future veterans who may be subject to financial or other risk
through breaches of their personal information.

MOAA would, however, recommend a word change in Section 5725(¢e) to ensure that veterans
would not be charged for receiving services under agreements between the VA and credit reporting
agencies: “Any such agreement shall [vice ‘may’] include provisions for the Secretary to pay the
expenses of such a credit reporting agency for the provision of such services.”

Social Security Account Number (SSAN) Access. MOAA supports the Committee’s objective
to curtail routine use of and access to veterans’ SSANs. We believe all government agencies that
use the SSAN as a record identifier should begin now to develop alternative identifiers that pose
less risk of identity theft. We understand that such an effort may well pose significant
challenges. But, if other large bureaucracies such as the state of Virginia can develop alternate
identification numbers for state residents to place on their drivers’ licenses, federal agencies
should strive to offer at least the same level of protection.

Coordination and Integration of the CIO Position within the VA. In MOAA’s view it will
be extremely important for the Secretary of Veterans’ Affairs to ensure that the new CIO
position is fully integrated with the VA Health, Benefits, and Memorial Affairs Administrations.
The CIO role in some major corporations is to support line operations. However, in today’s
management environment, the security of data must be a paramount concern of government and
private organizations alike. Veterans must have confidence in the ability of the VA to protect
their personal information. Building a culture that demands security over personal information
will be a key measure of merit for the new CIO.

Conclusion



The Military Officers Association of America greatly appreciates the opportunity to present its
views on the Veterans’ Identity and Credit Protection Act of 2006.
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A native New Yorker, Bob Norton was born in Brooklyn and raised on Long Island. Following
graduation from college in 1966, he enlisted in the U.S. Army as a private, completed officer
candidate school, and was commissioned a second lieutenant of infantry in August 1967. He
served a tour in South Vietnam (1968-1969) as a civil affairs platoon leader supporting the 196th
Infantry Brigade in I Corps. He transferred to the U.S. Army Reserve in 1969 and pursued a
teaching career at the secondary school level. He joined the 356th Civil Affairs Brigade
(USAR), Bronx, NY and served in various staff positions from 1972-1978.

Colonel Norton volunteered for active duty in 1978 and was among the first group of USAR
officers to affiliate with the "active Guard and Reserve" (AGR) program on full-time active duty.
Assignments included the Office of the Deputy Chief of Staff for Personnel, Army Staff; advisor
to the Asst. Secretary of the Army (Manpower & Reserve Affairs); and personnel policy and
plans officer for the Chief, Army Reserve.

Colonel Norton served two tours in the Office of the Secretary of Defense (OSD). He was
responsible for implementing the Reserve Montgomery GI Bill as a staff officer in Reserve
Affairs, OSD. From 1989 -1994, he was the senior military assistant to the Assistant Secretary
of Defense for Reserve Affairs, where he was responsible for advising the Asst. Secretary and
coordinating a staff of over 90 military and civilian personnel. During this tour, Reserve Affairs
oversaw the call-up of more than 250,000 National Guard and Reserve component troops for the
Persian Gulf War. Colonel Norton completed his career as special assistant to the Principal
Deputy Asst. Secretary of Defense, Special Operations / Low Intensity Conflict and retired in
1995.

In 1995, Colonel Norton joined Analytic Services, Inc. (ANSER), Arlington, VA as a senior
operational planner supporting various clients including UN humanitarian organizations and the
U.S. Air Force’s counterproliferation office. He joined MOAA’s national headquarters as Deputy
Director of Government Relations in March 1997.

Colonel Norton holds a B.A. in philosophy from Niagara University (1966) and a Master of
Science (Education) from Canisius College, Buffalo (1971). He is a graduate of the U.S. Army
Command and General Staff College, the U.S. Army War College, and Harvard University’s
Senior Officials in National Security course at the Kennedy School of Government.

Colonel Norton’s military awards include the Legion of Merit, Defense Superior Service Medal,
Bronze Star, Vietnam Service Medal, Armed Forces Reserve Medal, Army Staff Identification
Badge and Office of the Secretary of Defense Identification Badge.

Colonel Norton is married to the former Colleen Krebs. The Nortons have two grown children
and reside in Derwood, Maryland.



